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Chapter 3

Overview



IoT software addresses its key areas of networking and action through platforms, embedded
systems, partner systems, and middleware. These individual and master applications are
responsible for data collection, device integration, real-time analytics, and application and
process extension within the IoT network. They exploit integration with critical business systems
(e.g., ordering systems, robotics, scheduling, and more) in the execution of related tasks.



Data Collection

This software manages sensing, measurements, light data filtering, light data security, and
aggregation of data. It uses certain protocols to aid sensors in connecting with real-time,
machine-to-machine networks. Then it collects data from multiple devices and distributes it in

accordance with settings. It also works in reverse by distributing data over devices. The system
eventually transmits all collected data to a central server.



Device Integration

Software supporting integration binds (dependent relationships) all system devices to create the
body of the IoT system. It ensures the necessary cooperation and stable networking between
devices. These applications are the defining software technology of the IoT network because
without them, it is not an IoT system. They manage the various applications, protocols, and

limitations of each device to allow communication.



Real-Time Analytics

These applications take data or input from various devices and convert it into viable actions or
clear patterns for human analysis. They analyze information based on various settings and
designs in order to perform automation-related tasks or provide the data required by industry.



Application and Process Extension

These applications extend the reach of existing systems and software to allow a wider, more
effective system. They integrate predefined devices for specific purposes such as allowing certain

mobile devices or engineering instruments access. It supports improved productivity and more
accurate data collection.



IoT primarily exploits standard protocols and networking technologies. However, the major
enabling technologies and protocols of IoT are RFID, NFC, low-energy Bluetooth, low-energy
wireless, low-energy radio protocols, LTE-A, and WiFi-Direct. These technologies support the
specific networking functionality needed in an IoT system in contrast to a standard uniform

network of common systems.



NFC and RFID

RFID (radio-frequency identification) and NFC (near-field communication) provide simple, low-
energy, and versatile options for identity and access tokens, connection bootstrapping, and
payments.

e RFID technology employs 2-way radio transmitter-receivers to identify and track tags

associated with objects.

e NFC consists of communication protocols for electronic devices, typically a mobile device
and a standard device.



Low-Energy Bluetooth

This technology supports the low-power, long-use need of IoT function while exploiting a
standard technology with native support across systems.

Low-Energy Wireless

This technology replaces the most power hungry aspect of an IoT system. Though sensors and
other elements can power down over long periods, communication links (i.e., wireless) must
remain in listening mode. Low-energy wireless not only reduces consumption, but also extends

the life of the device through less use.



Radio Protocols

ZigBee, Z-Wave, and Thread are radio protocols for creating low-rate private area networks.
These technologies are low-power, but offer high throughput unlike many similar options. This
increases the power of small local device networks without the typical costs.

LTE-A

LTE-A, or LTE Advanced, delivers an important upgrade to LTE technology by increasing not only
its coverage, but also reducing its latency and raising its throughput. It gives IoT a tremendous
power through expanding its range, with its most significant applications being vehicle, UAV,
and similar communication.

WiFi-Direct

WiFi-Direct eliminates the need for an access point. It allows P2P (peer-to-peer) connections
with the speed of WiFi, but with lower latency. WiFi-Direct eliminates an element of a network
that often bogs it down, and it does not compromise on speed or throughput.



IoT has applications across all industries and markets. It spans user groups from those who want
to reduce energy use in their home to large organizations who want to streamline their
operations. It proves not just useful, but nearly critical in many industries as technology
advances and we move towards the advanced automation imagined in the distant future.



Engineering, Industry, and Infrastructure

Applications of IoT in these areas include improving production, marketing, service delivery, and
safety. IoT provides a strong means of monitoring various processes; and real transparency
creates greater visibility for improvement opportunities.

The deep level of control afforded by IoT allows rapid and more action on those opportunities,
which include events like obvious customer needs, nonconforming product, malfunctions in
equipment, problems in the distribution network, and more.

Example

Joan runs a manufacturing facility that makes shields for manufacturing equipment. When
requlations change for the composition and function of the shields, the new appropriate
requirements are automatically programmed in production robotics, and engineers are alerted
about their approval of the changes.



Govermment and Safety

IoT applied to government and safety allows improved law enforcement, defense, city planning,
and economic management. The technology fills in the current gaps, corrects many current
flaws, and expands the reach of these efforts. For example, 10T can help city planners have a
clearer view of the impact of their design, and governments have a better idea of the local
economy.

Example

Joan lives in a small city. She's heard about a recent spike in crime in her area, and worries
about coming home late at night.

Local law enforcement has been alerted about the new “hot” zone through system flags, and
they've increases their presence. Area monitoring devices have detected suspicious behavior,
and law enforcement has investigated these leads to prevent crimes.



Home and Office

In our daily lives, IoT provides a personalized experience from the home to the office to the
organizations we frequently do business with. This improves our overall satisfaction, enhances
productivity, and improves our health and safety. For example, IoT can help us customize our
office space to optimize our work.

Example

Joan works in advertising. She enters her office, and it recognizes her face. It adjusts the lighting
and temperature to her preference. It turns on her devices and opens applications to her last

working points.

Her office door detected and recognized a colleague visiting her office multiple times before she
arrived. Joan’s system opens this visitor's messages automatically.



Health and Medicine

IoT pushes us towards our imagined future of medicine which exploits a highly integrated
network of sophisticated medical devices. Today, IoT can dramatically enhance medical research,
devices, care, and emergency care. The integration of all elements provides more accuracy,
more attention to detail, faster reactions to events, and constant improvement while reducing
the typical overhead of medical research and organizations.

Example

Joan is a nurse in an emergency room. A call has come in for a man wounded in an altercation.
The system recognized the patient and pulls his records. On the scene, paramedic equipment
captures critical information automatically sent to the receiving parties at the hospital. The
system analyzes the new data and current records to deliver a guiding solution. The status of
the patient is updated every second in the system during his transport. The system prompts
Joan to approve system actions for medicine distribution and medical equipment preparation.



